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About Palo Alto Networks 

ÅPalo Alto Networks is the Network Security Company 

ÅWorld-class team with strong security and networking experience   

- Founded in 2005, first customer July 2007 

- Top-tier investors 

ÅBuilds next-generation firewalls that identify / control 1200+ applications 

- Restores the firewall as the core of the enterprise network security infrastructure 

- Innovations:  App-IDÊ, User-IDÊ, Content-IDÊ 

ÅGlobal footprint: 3,500+ customers in 70+ countries, 24/7 support 

 

 



Applications Have Changed; Firewalls Have Not 
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 Need to restore visibility and control in the firewall 

BUTéapplications have changed 

Å Ports Í Applications 

Å IP Addresses Í Users 

Å Packets Í Content 

The gateway at the trust 
border is the right place to 
enforce policy control 

Å Sees all traffic 

Å Defines trust boundary 



Applications Carry Risk 
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Applications can be ñthreatsò 

ÅP2P file sharing, tunneling 
applications, anonymizers, 
media/video 

Applications carry threats 

ÅSANS Top 20 Threats ï majority 
are application-level threats 

Applications & application-level threats result in major breaches ï Pfizer, VA, US Army 



Enterprise 2.0 Applications and Risks Widespread 
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Palo Alto Networksô latest Application Usage & Risk Report 
highlights actual behavior of 1M+ users in 723 organizations 

- More Enterprise 2.0 application use for personal and business 
reasons.  

- Tunneling and port hopping are common 

- Bottom line: all had firewalls, most had IPS, proxies, & URL filtering 
ï but none of these organizations could control what applications 
ran on their networks 



Technology Sprawl & Creep Are Not The Answer 

ÅñMore stuffò doesnôt solve the problem 

ÅFirewall ñhelpersò have limited view of traffic 

ÅComplex and costly to buy and maintain 
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Internet 

 

ÅPutting all of this in the same box is just slow 

 

 



The Right Answer:  Make the Firewall Do Its Job 

© 2011 Palo Alto Networks. Proprietary and Confidential. Page 7   |    

 

New Requirements for the Firewall 

1.  Identify applications regardless of port, 
protocol, evasive tactic or SSL 

2.  Identify users regardless of IP address  

3.  Protect in real-time against threats 
embedded across applications 

4.  Fine-grained visibility and policy control 
over application access / functionality 

5.  Multi-gigabit, in-line deployment with no 
performance degradation 



Why It Has To Be The Firewall 

1. Path of least resistance - build it with 
legacy security boxes 

2. Applications = threats 

3. Can only see what you expressly look 
for 

4. Canôt ñallow, butéò 

 

IPS 

Applications 

Firewall 

1. Most difficult path - canôt be built with 
legacy security boxes 

2. Applications = applications, threats = 
threats 

3. Can see everything 

4. Can ñallow, butéò 

 

IPS Firewall 

Applications 

Traffic decision is made at the firewall 

No application knowledge means bad decisionsé 



What You Seeéwith non-firewalls What You See with With A Firewall 

http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
https://www.torproject.org/
http://www.yousendit.com/?home=true
http://www.live365.com/index.live


Your Control With Non-Firewalls 



Your Control With a Next-Generation Firewall 

http://en.wikipedia.org/wiki/Image:Hamachi_logo.png
http://www.yousendit.com/?home=true


Identification Technologies Transform the Firewall 
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ÅApp-IDÊ 

ÅIdentify the application 

ÅUser-IDÊ 

ÅIdentify the user 

ÅContent-IDÊ 

ÅScan the content 



Single-Pass Parallel ProcessingÊ (SP3) Architecture 
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Single Pass 

Å Operations once per 
packet 

- Traffic classification (app 
identification) 

- User/group mapping 

- Content scanning ï 
threats, URLs, 
confidential data 

Å One policy 

Parallel Processing 

Å Function-specific parallel 
processing hardware 
engines 

Å Separate data/control 
planes 

 

Up to 20Gbps, Low Latency 



© 2010 Palo Alto Networks. Proprietary and Confidential. Page 14   |    

Perimeter Internet 

Datacenter 

Transforming The Perimeter and Datacenter 

Same Next-Generation Firewall, Different Benefitsé 

Enterprise Datacenter 

http://www.yousendit.com/?home=true
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Comprehensive View of Applications, Users & Content 

Filter on Facebook-base  Filter on Facebook-base 
and user cook 

Remove Facebook to  
expand view of cook 

Å Application Command 
Center (ACC) 

- View applications, URLs, 
threats, data filtering 
activity 

Å Add/remove filters to 
achieve desired result  
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PAN-OS Core Firewall Features 

ÅStrong networking foundation 
- Dynamic routing (BGP, OSPF, RIPv2) 

- Tap mode ï connect to SPAN port 

- Virtual wire (ñLayer 1ò) for true transparent 
in-line deployment 

- L2/L3 switching foundation 

- Policy-based forwarding 

ÅVPN 
- Site-to-site IPSec VPN  

- SSL VPN  

ÅQoS traffic shaping 
- Max/guaranteed and priority  

- By user, app, interface, zone, & more 

- Real-time bandwidth monitor 

ÅZone-based architecture 
- All interfaces assigned to security 

zones for policy enforcement  

ÅHigh Availability 
- Active/active, active/passive  

- Configuration and session 
synchronization 

- Path, link, and HA monitoring 

ÅVirtual Systems 
- Establish multiple virtual firewalls in a 

single device (PA-5000, PA-4000, and 
PA-2000 Series) 

ÅSimple, flexible management 

- CLI, Web, Panorama, SNMP, Syslog 

Visibility and control of applications, users and content 
complement core firewall features  

PA-500 

PA-2020 

PA-2050 

PA-4020 

PA-4050 

PA-4060 

PA-5060 

PA-5050 

PA-5020 



Next-Generation Firewalls Are Network Security 
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http://www.sandisk.com/Default.aspx
https://www4.acuity.com/acuityweb/home
http://www.hp.com/country/us/en/welcome.html
http://www.adp.com/
http://www.kimberly-clark.com/
http://www.google.com/imgres?imgurl=http://daveibsen.typepad.com/5_blogs_before_lunch/images/univision_logo1.gif&imgrefurl=http://daveibsen.typepad.com/5_blogs_before_lunch/2007/02/univision_fined.html&h=221&w=220&sz=10&tbnid=THenkGO2rEsJ::&tbnh=107&tbnw=107&prev=/images?q=univision+logo&hl=en&sa=X&oi=image_result&resnum=2&ct=image&cd=1


2010 Magic Quadrant for Enterprise Network Firewalls 
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Palo Alto Networks 

Check Point Software Technologies 

Juniper Networks 

Cisco 

Fortinet 

McAfee 

Stonesoft 

SonicWALL 

WatchGuard 

NETASQ Astaro 
phion 

3Com/H3C 

completeness of vision 

visionaries 
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As of March 2010 
niche players 

Source: Gartner 



Addresses Three Key Business Problems 

ÅIdentify and Control Applications 

- Visibility of 1200+ applications, regardless of port, protocol, encryption, or 
evasive tactic 

- Fine-grained control over applications (allow, deny, limit, scan, shape) 

- Addresses the key deficiencies of legacy firewall infrastructure 

ÅPrevent Threats 

- Stop a variety of threats ï exploits (by vulnerability), viruses, spyware 

- Stop leaks of confidential data (e.g., credit card #, social security #, file/type) 

- Stream-based engine ensures high performance 

- Enforce acceptable use policies on users for general web site browsing 

ÅSimplify Security Infrastructure 

- Put the firewall at the center of the network security infrastructure 

- Reduce complexity in architecture and operations 
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Thank You 
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Additional Information 
Speeds and Feeds, Deployment, Customers, 

TCO, Support, and Management 
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Palo Alto Networks Next-Gen Firewalls 

PA-4050 
10 Gbps FW/5 Gbps threat 

prevention/2,000,000 sessions 

8 SFP, 16 copper gigabit 

PA-4020 
2 Gbps FW/2 Gbps threat 

prevention/500,000 sessions 

8 SFP, 16 copper gigabit 

PA-4060 
10 Gbps FW/5 Gbps threat 

prevention/2,000,000 sessions 

4 XFP (10 Gig), 4 SFP (1 Gig) 

PA-2050 
1 Gbps FW/500 Mbps threat 

prevention/250,000 sessions 

4 SFP, 16 copper gigabit 

PA-2020 
500 Mbps FW/200 Mbps threat 

prevention/125,000 sessions 

2 SFP, 12 copper gigabit 

PA-500 
250 Mbps FW/100 Mbps threat 

prevention/50,000 sessions 

8 copper gigabit 

PA-5050 
10 Gbps FW/5 Gbps threat 

prevention/2,000,000 sessions 

4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 
copper gigabit 

PA-5020 
5 Gbps FW/2 Gbps threat 

prevention/1,000,000 sessions 

8 SFP, 12 copper gigabit 

PA-5060 
20 Gbps FW/10 Gbps threat 

prevention/4,000,000 sessions 

4 SFP+ (10 Gig), 8 SFP (1 Gig), 12 
copper gigabit 


